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Figure1: Scenario of security architecture for 4G
systems
Source: (PDCAT’05)Parallel and Distributed
Computing, Applications and Technologies
3.2

Privacy, Security, And Trust in Mobile
Commerce and mobile computing in 4G
Network

The growth of the Internet and Electronic commerce
has dramatically increased the amount of personal
information that can be potentially collected about
individuals by corporations and governments. Such
data collections, along with usage tracking and the
sharing of information with third parties are always
invoking issues of privacy, especially in view of the
fact that they can be easily done through high speed
links and high capacity storage devices in a very
accurate way, and most often without the consumer’s
or citizen’s expressed knowledge or consent (Singh
& Islam 2015).
This valuable information, often collected by hidden
tools such as cookies and Web bugs can be shared
with third parties for marketing purposes and
surveillance operations, and its perceived value has
been occasionally behind the stock market valuations
of some companies. In fact, this detailed information
can be combined with other offline data such as
demographic and psychographic data to predict a
user’s interests, needs, and possible future purchases.
To deal with the problem of profiling, trust seals and
government regulations appear to be two forces
pushing for more and better privacy disclosures on
the Web. The former tend to promote privacy in the
form of self regulation, where they may eventually
become more of a privacy advocate for corporations
rather than for consumers. The latter can advance
privacy through legislation but can also potentially
create privacy worries for citizens by monitoring
their telecommunications traffic. For instance, the
FBI’s powerful DCS1000 Carnivore program is a

computer automated snooping tool that is capable of
intercepting and sorting out millions of text
messages, such as telephone conversations and emails passing through ISPs by monitoring incoming
and outgoing messages to specific IP addresses. It is
clear that governments’ regulations and legislation
can be as likely to thwart privacy as to enforce it.
Even though wireless communications possess
numerous merits, privacy is not one of them. Mobile
commerce possesses, in addition to all privacy issues
related to electronic commerce, another major
privacy threat: the sharing of knowledge about a
user’sLocation with others. There are basically three
solutions to this positioning problem (Singh & Islam
2015):
i) The network-based solution, where the
calculations are carried out by the cellular network
and the positioning information may then be passed
to the user;
ii) The device-based solution, where the wireless
device computes its own position; and
iii) A hybrid solution.
4. Importance of the Development
The goal of this paper is to present possible issues
and solutions in Mobile Commerce. With this i hope
that it will lead to investigations that may result in
new issues being identified in this area. Mobile
commerce, or electronic commerce over mobile
devices, has become a major topic of interest for the
IS research community and a key priority for many
business organizations as it is becoming increasingly
evident that PC based electronic commerce has not
lived up to the expectations and achieved true mass
adoption (Anckar, & D'incau, 2002).
I do not claim that all the issues are of equal
importance, some may be determined to be very
important while others may be deemed to be of little
significance in the future. Furthermore, I do not
attempt to present extensive insights into the
resolution of the issues. Indeed, meaningful
discussion of such insights could constitute an entire
paper for each of the issues which is presented
(Tarasewich, Nickerson, C., & Warkentin, 2002).
4.1

The Benefits of mobile commerce
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over secure links and also the sharing of information
between business partners.

Improved customer relations:
The success of a business can often be measured by
its ability to satisfy customers. Mobile commerce
enables fieldworkers the ability to answer customer
questions, check order status, delivery status and
provide other services anytime their customers need
them from wherever they happen to be.

Improved decision making
Mobile Commerce will enable you to conduct
business at the point of activity. The ability to collect,
access and evaluate critical business information
quickly and accurately means better decision making
that can have a far reaching effect on your company's
ability to compete successfully.

Saves Time
Traders or buyers can now access commercial
activities and business documents and files over a
secure channel based on real time constraint.
 Portability
This would be one of the main advantages of mobile
computing, you are not restricted to one location in
order for you to get jobs done or even access email
on the go

Location flexibility
This has enabled user to carry out commercial
activities from anywhere provided there is a
connection established.


Increased productivity and
Reduced cost.
There will be increased individual productivity,
increased sales per sales person, invoice or sales
receipt can be saved and viewed on the mobile
device.
4.1.1

Mobile Computing Mobile B2B (Business
to Business)
Mobile computing solutions (B2B and supply chain
management) enable organizations to respond faster
to disruptions by shifting resources related to critical
events as they occur. The wireless environment has
enhanced these commerce transactions (Beaubien,
Leidner & Turban, 2009) by integrating the mobile
device into the supply chain, it is possible to
 Check availability of a particular item in the
warehouse
 Make mobile reservations of goods
 Order a particular product


4.1.2

Provide security access to confidential
financial data
Reduce clerical mistakes and improve
operations.
Mobile Computing – Mobile B2C
(Business to Customer)

Business-to-consumer (B2C) is an Internet and
electronic commerce (e-commerce) model that
denotes a financial transaction or online sale between
a business and consumer. B2C involves a service or
product exchange from a business to a consumer,
whereby merchants sell products to consumers
(Beaubien, Leidner & Turban, 2009).
A large number of applications exist that support
consumers and provide personal services and can be
carried out on mobile devices.
5.
Proposed Methodology
A generic framework is proposed based on the
literature to facilitate researchers on conducting
usability studies for mobile applications. The
framework involves some major issues that
researchers need to take into consideration while
designing a usability test for a mobile application.
Provides some suggestions and insights on how to
select appropriate research methodologies and deal
with unique issues of mobile applications (Zhang &
Adipat, 2005).
The Two major methodologies that have been applied
to usability testing of mobile applications are
laboratory experiments and field studies. In a
laboratory experiment, human participants are
required to accomplish specific tasks using a mobile
application in a controlled laboratory setting, whereas
a field study allows users to use mobile applications
in the real environment. Both methodologies have
advantages and disadvantages. Therefore, selection of
an appropriate methodology for a usability study
depends on its objectives and usability attributes
(Park, & Park 2007, November)
i) Laboratory Experiments
There are several advantages of performing usability
testing of mobile applications through controlled
laboratory experiments. Firstly, a tester has full
control over an experiment. He or she can define
particular tasks and procedures that match the goal of
a usability study and ensure that participants follow
experimental instructions (Bautsch-Vtense et al.,
2001). For example, if the objective of a study is to
investigate the effectiveness of a data entry method
while a user is moving around, then a laboratory
experiment is more appropriate than a field study,
because testers can explicitly require and ensure that
participants use a mobile device while moving. The
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laboratory experiment approach is very helpful to
usability studies that focus on comparing multiple
interface designs or data input mechanisms for
mobile devices. A major limitation of the laboratory
testing method is that it ignores mobile context and
unreliable connection of wireless networks (Zhang &
Adipat, 2005).
ii)
Field studies
A major advantage of conducting usability tests
through field studies is that it takes dynamic mobile
context and unreliable wireless networks into

consideration, which are difficult to simulate in
laboratory experiments. The perceived usability of a
mobile application is derived based on participants’
experience in a real environment, which is potentially
more reliable and realistic compared to laboratory
experiments. However, performing field studies for
mobile applications is far from trivial. A major
challenge of this
methodology lies in the lack of sufficient control over
participants in a study.

Source: IJHCI (Taylor and Francis)
International Journal of Human-Computer Interaction

Conclusion
In a rapidly evolving world of technology mobile
commerce, the growth and development rates varies
widely. Most companies now integrate mobile
commerce applications into their business models
and this depend on a lot of factors, most especially

Fig 2: framework for the design and
implementation of usability testing of mobile
applications

the combination of communications technologies
previously adopted.
There are many mobile commerce applications that
are widely used today. They include, digital cash,
Inventory Tracking and Dispatching, Travel and
Ticketing, banking mobile application etc. While
designing a Mobile Commerce application there is a
need to improve on the user interface and some other
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requirement .4G systems with a better security,
higher speeds, higher capacity, lower costs, and more
intelligent infrastructures and devices will help
realize mobile commerce applications effectively,
with improved wireless security, privacy through data
encryption, user education and with the wide
deployment of 4G systems.
In the current business organizations, mobile
commerce has been entered in finance, services,
retails,
telecommunication
and
information
technology services. Mobile Commerce is not only
being widely accepted but also it is being more used
as a popular way of doing business today. On the
other hand, it is anticipated that mobile commerce
will become the most dominant method of
conducting business transactions.
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